NIST HL7 Web Service Overview and Installation

NIST is developing a framework to test HL7 appliocas based on the concept of conformance
profiles. The framework contains a core set of ises/ that include message generation,
message validation, profile validation, encodingnsformations, and a test system. The
package is written in Java and can be deliveres set of Java APIs, applications built on top
of the APIs, or web services. In this document vesctibe the message generation and
message validation services and how they are degplag web services. Below is an overview
of the process with respect to the server andtcliele setup and web service installation:

Server Side:

1. Have available the set of services you wish to sgge.g., message validation, etc).

2. Write a Java interface tailored to web servicegxpose a set of desired operations
(e.g., MessageValidation.java)

3. Create a WSDL file for these services usidgva2W3DL (e.g., Java2WSDL
MessageValidation.class). The WSDL file descrilesweb service in a platform and
programming neutral fashion.

4. Generate the service files usmWgDL2Java and the WSDL file that was created in step
3 (e.g.,WSDL2Java MessageValidation.wsdl). Among other resources pnovides the
Java skeleton source code files of the services.

5. Using the prewritten core set of APIs implement #keleton files created by the
WSDL 2Java tool.

6. Using Apache Ant create traar file (The aar is an archive file that contains all the
artifacts required by the service).

7. Placed the aar file and other resources in theAservice folder for deployment

(Note: The steps above have been completed by Ni8Tusers wishing to deploy the

services locally step 7 is all that is needed—see S of Installation).

Client Side:
1. Using a WSDL tool on the client for the appropriptatform (e.g., wsdl on .net) create
the client side interface code (e.g., C# interface)
2. Write applications using the interface code creatdtie previous step.

Installation:

Install Apache Tomcat

Install Apache Axis2

Install Apache Ant

Install an Axis 2 service on Tomcat

Add resource files needed by the web service (aag.files, libraries, etc).
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Modifications

Name Issue| Madifications Date

Roch Bertucat | 0.8 | Axis 2 version 1.2 update 06Q@72
Roch Bertucat | 0.7 Files dependencies update 0D0®.2
Roch Bertucat 0.6 Add information paragraph 2.4 132006
Robert Snelick | 0.5 Overview text and general editin 10.11.2006
Roch Bertucat | 0.4 Methods description + link tcajawc 10.6.2006
Roch Bertucat | 0.3 | Session Management & C# clienfigoration 10.4.2006
Len Gebase 0.2 Review and completions 9.24.2006
Roch Bertucat 0.1 Server and client configuration .6.2006
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1 Definitions

Web Service
The W3C defines a Web service as a software sydesigned to support interoperable
machine-to-machine interaction over a network.

Because this definition encompasses many diffesgstems, in common usage the term
usually refers to those services that use SOAPdtied XML envelopes and have their
interfaces described by WSDL.

Service
Broker
;i uDD|
WSDL | WSDL
| soar | }ﬁn
| o
Sapvice Service
Reguester Provider

SOAP
An XML-based, extensible message envelope forméh bindings" to underlying
protocols (e.g., HTTP, SMTP and XMPP).

WSDL

An XML format that allows service interfaces to described, along with the details of
their bindings to specific protocols. Typically dst generate server and client code, and for
configuration.

UDDI
A protocol for publishing and discovering metadataout Web services, to enable

applications to find Web services, either at designe or runtime.



2 Installation
We use Java versidnb.

2.1 Apache Tomcat

First, a web server has to be installed. We usehsgptiomcat. It can be downloaded at:
http://tomcat.apache.org/
Version used: 5.5.17

2.2 Apache Axis2

Next, for supporting SOAP services, axis2 must bestalled from:
http://ws.apache.org/axisFor details on how to write a web service, réfethe axis2 user
guide, available ahttp://ws.apache.org/axis2/1_0/userguide.html
Version used: 1.2

You should be able to install and configure propéis2 before continuing. You should
also know the different ways to implement and dg@osimple service (especially how to
deploy a service with the archive file .aar).

2.3 Apache Ant

http://ant.apache.org/
You should know how to execute and modify a builel f

2.4 Installing the service from an .aar file

2.4.1 Copy the .aar file

Just drop the .aar file in the directory %CATALINAOME%\webapps\axis2\WEB-
INF\services (CATALINA_ HOME is the directory in w¢h Tomcat is installed) to deploy the
service.

2.4.2 Copy NIST libraries and resources

Some libraries and resources required to run ti&TNore module functionalities have
to be added on the Axis2 module installed in thenGat directory:

- corejar, DataSourcejar, DataValidationContext.jar, hsgldb.jar, jsr173 1.0 api.jar,
MessageValidationContext.jar, ProfileValidationContext.jar, Report.jar, saxon8.jar,
SequenceNumber.jar, TableValuejar,ValidationContext.jar, xalanjar, xbean.jar,
xbean xpath.jar, xercesimpl.jar, xml-apisjar have to be copied in the directory
%CATALINA_HOME%\webapps\axis2\WEB-INF\lib.

- Data files (contained in the directadgtal) have to be included directly in the directory
%CATALINA_HOME%\ respecting the original directosyructure.

If you don’t have any .aar file, you have to bute service.



3 Building a service with Apache Axis2

Apache
Tomcat Server
running
Apache Axis2

o

( 0
Java Client C# Client

We use the tools called Java2WSDL and WSDL2Javaiged by Axis2. These tools can
be integrated directly as a plug-in into Eclipselléiv the installation directions on:
http://ws.apache.org/axis2/tools/1_2/eclipse/wsdi@iplugin.htmj.

Eclipse is a Java Integrated Development Envirotimieyou are not an Eclipse user, you
can uselava2WSDL andWSDL 2Java directly using the command line (séd and3.2).

3.1 Generating a WSDL file

Apache Axis2 tool:
JAVA2WSDL (plug in Eclipse)

Java files | > WSDL files

We want to generate the WSDL file for the MessagdeMton.java interface shown
below (note that the WSDL file is only a standaggdresentation of the data types used, so the
implementation of the methods doesn’t matter fovndve’ll useJava2WSDL to generate the
file.

/
NI ST HL7 Web Servi ce
MessageVal i dation.java Aug 29, 2006

Thi s code was produced by the National Institute of Standards and
Technol ogy (NIST). See the "nist.disclainmer" file given in the
di stribution

- * F % X X *




* for infornmation on the use and redistribution of this software.
*/

/**
*
*/
package gov.nist.hl7.ws.validation

/**

* This interface provides a sinple interface for validating a nessage
agai nst a profile.

* This interface is intended for use in a web-service environnent.
Parameters and return

* values are intentionally nade to be sinple objects.

* o<p>

* Currently only basic validation functionality is provided. The
capi bability for

* advanced validation services is planned. For exanple, the user will be
able to set the

* context in which the nessage is validated. This functionality already
exi sts but will

* need to be exposed in this interface.

*

* @ut hor Robert Snelick (N ST)

*

*/

public interface MessageValidation {

/**

* Set the Profile

* @aramxm Profile a Profile encoded as an XM. String

* @aramprofileld an id to identify the Profile (value used in the
report)

* @eturn true if the Profile has been set

*/

public bool ean setProfile(String xm Profile, String profileld);

/**
* Set the Message
* @aram nessage a Message encoded as an XML String. The nessage
can be an
* XML or ER7 String. An ER7 nessage will be converted into its XM
representation for
* processing.
* @aramisXM. Set to true if the <code>String</code> is an XM
representation of the
* message; false if the <code>String</code> is an ER7 representation
of the nessage.
* @eturn true if the nmessage was successfully read and processed;
fal se otherw se
*/
public bool ean set Message(String nessage, bool ean i sXM);

/**
* Set the MessageVal i dati onCont ext

* @aram xml MessageVal i dati onCont ext a MessageVal i dati onCont ext
encoded as an XM_ String




* @eturn true if the MessageVal i dati onContext has been set
*/
public bool ean set MessageVal i dati onCont ext (String

xm MessageVal i dati onCont ext ) ;

/**

* Val idate the nessage against a profile. The return value is true
if the nessage is

* valid with respect to the profile and the validation context. The
val i dati on cont ext

* describes the validation tests that are perforned. The return
value of false is returned if

* the validation fails or if the profile or nessage is not set
correctly.

* <p>

* @eturn true if the nessage is valid with respect to the profile
and the validation

* context; return false otherw se

*/

public bool ean validate();

/**
* Cet the MessageValidationReport associated with the previous
val i dation
* @eturn a String object that contains an XM. report of the nessage
validation results
*/
public String get MessageValidationReport();

/**

* Get the nesssage of the |ast exception caught

* @eturn a String containing the |ast exception nessage
*/

public String getlLast Excepti onMessage();

To generate the WSDL file, we need the file namess$AgeValidation.java. The file
has to be placed in the directory gov\nist\hI7\watlation (on unix platforms replace \ with /)
under your Java class path directory. The file nthesh be compiled.

After the MessageValidation.java file has been citedp theJava2WSDL tool is run on
the class file Java2WSDL MessageValidation.class creates MessageValidatsa). With
Eclipse, the WSDL plug-in can be found by selectilg->New->Other (further details can be
found by following the link above for installingelplug-ins).

For non Eclipse users, you can use the script jdea2wsdl.bat or java2wsdl.sh. These
files are located in the bin\ directory under theectory where Axis2 was installed. To run
either script the environment variables AXIS2_HOMiEd JAVA HOME must be set
correctly. The shell script can be run from the $&bin directory as provided, but to run it
elsewhere the variables must be set. An examplecation of the scripts, along with a
description of the script options, is providedhe ¥Axis2 user guide referenced above.



3.2 Generating the Service Files from the WSDL file

When the WSDL file is generated, we extract theiserfiles with the toolWSDL2Java.

This can be done through Eclipse or with the sdiips wsdl2java.bat or wsdl2java.sh
(See3.D).

Invoking the script as shown in the example with WSDL file replacing the one in the
example, results in the creation of a number oésfil The files contain configuration
information, a build file and Java classes to a&tles web service, create client and server side
adapter code, and additional resources.

The Java source files that are generated will havie moved before they will compile.
The package name at the top of the files shoulddeel to determine the correct location for
the files. The build file and the resources directshould be moved above the root of the
source code directory. The exact location is detexthby the value of the property named
“src” in the build file.

Apache Axis2 tool:
WSDL2JAVA (plug in Eclipse)

WSDL file ‘ >

The Java class files allow the user to configurescdbe the service and access it
synchronously or asynchronously. We describe thacgein a file called skeleton.

Server Side files:
- skeletons

- stub

- data binding types

- synch./asynch. calls

3.2.1 Implementing the Skeleton file

The tool WSDL2Java generates several files. One of them is calledsttedeton and
implements the service executed on the server side.

/**

* MessageVal i dati onSkel eton.java This file was auto-generated from WSDL
by the Apache Axis2 version: 1.0 May 04, 2006 (09:21:04 |IST)

*/
package gov.nist.hl7.testfranework.testws. nessageval i dation;

/**
* MessageVal i dati onSkel eton java skel eton for the axi sService
*/
public class MessageVal i dati onSkel eton
i mpl ement s MessageVal i dati onSkel et onl nterface {

/**




*  @par am par anB

*/

public
gov.nist.hl 7. testframework. testws. mnessageval i dati on.types. Set MessageRespon
se set Message(

gov.nist.hl7.testfranmework.testws. nessageval i dati on.types. Set Message

paranB) {
/1 Todo fill this with the necessary business |ogic
t hrow new j ava. | ang. Unsupport edOper ati onException();
}
/**
* @ar am par am0
*
/
public

gov.nist.hl7.testframework.testws. nessageval i dati on.types. Val i dat eResponse
val i dat e(
gov.nist.hl 7. testframework.testws. nessageval i dati on.types. Vali date

paramlO) {
/1 Todo fill this with the necessary business |ogic
t hrow new j ava. | ang. Unsupport edOper ati onException();
}
/**
*  @ar am paraml2
*/
public

gov.nist.hl 7. testframework.testws. nessageval i dati on.types. Get Val i dati onRep
ort Response get Val i dati onReport (

gov.nist.hl 7. testframework.testws. nessageval i dati on.types. GetVal i dati onRep
ort paraml2) ({

/1 Todo fill this with the necessary business |ogic

t hrow new j ava. | ang. Unsupport edOper ati onException();

}

/**

* @ar am par ami4
*/

public

gov.nist. hl7.testframework. t estws. nessageval i dati on. types. Set Profil eRespon
se setProfil e

gov.nist. hl 7. testframework.testws. nessageval i dation.types. SetProfile
paraml4) {

/1 Todo fill this with the necessary business |ogic

t hrow new j ava. | ang. Unsupport edOper ati onException();

The MessageValidationSkeleton.java file shown abskieuld have been generated
under the src directory wheWwSDL2Java was run, and it should have been moved to the
appropriate directory. The user has to explicitipven all the files (created BySDL2Java) to



the directory with the same package named indicatedhe web service interface file
(MessageValidation.java; in this case the directsryov\nist\hl7\ws\validation).

3.2.2 Modifying the Axis2 Session Management

Axis2 uses "services.xml" to hold the configuratofor a particular web service
deployed in the Axis2 engine. This file is genedaby theWSDL2Java tool and placed in the
directory resources.

By design, Web services are said to be stateldss.rmeans that local class attributes set
when a web service is called are not persistent,if.a subsequent call is made, values set in
the previous call are lost. Even though web sesvare stateless, to support some applications,
maintaining some state information is necessary.address this problem, Axis2 supports
session management. With this approach local Vesatiill cannot be used to maintain state,
but the global state of the service can be maiathin

Listed below are the different levels of sessiat ffrovides Axis2:

1. Request
This is the default type of session by Axis2. Tifetime of this session is limited to the
method invocation's lifetime, or the request pregestime.

2. SOAPSession
Managing a SOAP session requires both the cliedt service to be aware of the
sessions; in other words, the client has to seadelssion-related data if he wants to access the
same session and the service has to validate @rebysusing session-related data. So both
clients and server have to configure the SOAP ngeskaadd the session information.

This scope allows the data on the server side fgebsstent.

3. Transport
In the case of a Transport session, Axis2 usespatirelated session management
techniques to manage session. As an example, ioatbee of HTTP, it uses HTTP cookies to
manage the session. The lifetime of the sessioanolled by the transport, not by Axis2.

This scope allows the data on the server side foeb&stent. This type seems to be the
one we need either to manage the users or to eepdrable with other environment (only a
cookie to manage).

4. Application
Application scope has the longest lifetime compat@dthers; the lifetime of the
application session is equal to the lifetime of slygstem. If you deploy a service in application
scope, there will be only one instance of thatiserv

The next figures below show the different scopenftbe client side.
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@ Request

Clients requests Y i
ar = null;
&7—86(}:\/;?22?@ » Var = javaFoo;
Instance of the service
Client 1: Java
Var = null; t
&_Set(?s\{:aorioﬁble » Var = csFoo;
ol > C Instance of the service
ient 2: C#
Var = null;
Get a variable, g
Return null v .
Instance of the service
Client 1: Java
@ SOAP Session / Transport Session
Clients requests ~ )
Set a variable g Var = null;
(javaFoo) v Var = javaFoo;
Client 1: Java
Set a variable g Var = null; (&
(csFoo) Var = csFoo;
Client 2: C# Instance of the service
Get a variable, -
Return javaFoo
Client 1: Java Instance of the service
(3) Application
Clients requests — ]
Set a variable . Var = nul;
(javaFoo) v Var = javaFoo;
\
Client 1: Java Var = csFoo; NS
0
Set a variable g § (
(csFoo) v
Client 2: C#
Get a variable, N
Lad
Return csFoo Instance of the service
Client 1: Java

To change the scope of the service, modify theieamml file. Setting the scope of the
service element as shown below allows the samécseiv be provided to all users when more
than one user simultaneously accesses the service.
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<l-- This file was auto-generated from WsDL -->

<l-- by the Apache Axi s2 version: #axi sVersion# #today# -->
<servi ceG oup>

<servi ce name="MessageVal i dati on" scope="transportsession">

</ service>
</ servi ceG oup>

3.2.3 Configuring the Build File

The default build file generated MySDL2Java has to be changed to include source files
and libraries used in the core package. This camdre by copying the following XML
elements and pasting them in the build file.

<property nanez:hl?rbase.dir” yalue:”./.; :/> —_ hl7.base.dir is the
<property name="project.base.dir" value="."/> T t direct f
<property name="naven. cl ass. path" val ue=""/> root directory o

<property nane="nane" val ue="MessageVal i dation"/> the package.
<property nanme="src" val ue="${project.base.dir}/src"/>
<property nanme="test"

val ue="${project.base.dir}/test"/>

<property name="bui | d" lib2 is the path to
val ue="${proj ect.base.dir}/build"/> the librari P
<property nane="cl asses" val ue="${buil d}/cl asses"/> //// € lipraries.

<property name="lib" value="${build}/lib"/>
<property name="lib2" value="${hl 7. base.dir}/lib"/>

<path id="axis2.class.path">

<pat hel enent pat h="%{j ava. cl ass. path}"/>
<pat hel enent pat h="${maven. cl ass. path}"/> The included path
<fileset dir="%{axis2. hone}"> — has to include the

<include nanme="lib/*.jar"/> . .
</fil eset > core libraries.
<fileset dir="${lib2}">

<include nane="*.jar"/>
</fileset>
</ pat h>

<j avac debug="on" destdir="%{cl asses}">
<src path="${src}"/>

<cl asspath refid="axis2.class.path"/>
</ j avac>

3.2.4 Building the core.jar

The file core.jar has to be built and added toctass path of the working project. With
ant, we execute the build file with the optipar on the directoryhl7\core. The core jar is
created into the foldegar/.

12



3.2.5 Executing the Build File

With ant, we execute the build file. Invokingnt without any arguments in the
directory where the build file is located results ant executing the default target. This
produces several output files in the directouyd/.

The aar file contained in the foldeuild/lib is the one describing the service. This file
has to be copied in the directory %CATALINA_ HOME%Wapps\axis2\WEB-INF\services.

You can now deploy the service file (s246).

3.2.6 Debugging with Axis2 and Tomcat
You can use two very useful tools to debug yowiserwith Tomcat, Eclipse and Axis2.

A tool called SOAP Monitor provides a way for seevidevelopers to monitor the SOAP
messages being used to invoke Web services alothgtiae results of those messages. This
tool is provided by Axis2.

Tomcat can be configured in debug mode. If you igomé Eclipse properly, you can

debug your running service directly with the vergwerful debug interface provided by
Eclipse.

13



4 Connecting Clients to an Axis2 Service

4.1 Overview and Available Methods

Provides
\\: aWeb —»
§ e Service

Describes
by a

Apache Axis2 tool:
WSDL2JAVA

WSDL file

Java - Client Side

.NET tool:
wsdl

C# - Client Side

Currently the NIST web service exposes Messaged&tdin and Profile Validation

functionality. The features for these services scaled down in the current version. The
interface for these services use simple data tyjees., String) and we avoid complex
operations. Multiple calls are required to perfoandesired action. These simplifications are
intentional to make testing and deployment eagidditional functionality can be added later.

For complete details of the services currentlyreffie see the javadoc.

4.1.1 Message Validation
Available operations

» setMessageValidationContext

» getLastExceptionMessage
* setMessage

* getMessageValidationReport

+ validate
+ setProfile

4.1.2 Profile Validation

Available operations
e getLastExceptionMessage
e validate
» setProfileValidationContext
» setProfile

14



» getProfileValidationReport

4.2 Java Client

From a WSDL file, we can produce the files requite@ccess the service. For example,
the toolWSDL2Java generates java files that can be added directiytexisting project.

4.3 C# Client

4.3.1 Generalities

From a WSDL file, we can produce the files requitedaccess the service. The tool
‘wsdl’ provided by Microsoft .NET generates C#, CafVB files that can be added directly to
an existing project.

Here is an extract of the C# file produced by ti.tThis file can be used to access our
service.

e i
/| <aut ogener at ed>

/1 This code was generated by a tool.

/1 Runtinme Version: 1.1.4322.2032

/1

/1 Changes to this file may cause incorrect behavior and will be lost if

/1 the code is regenerated.

/'l <l aut ogener at ed>

e e e I
/1

/1 This source code was auto-generated by wsdl, Version=1.1.4322.2032.
/1

usi ng System Di agnosti cs;

using System Xm . Seri alization;

usi ng System

usi ng System Web. Servi ces. Prot ocol s;

usi ng Syst em Conponent Model ;

usi ng System Web. Servi ces;

Il <remarks/ >

[ System Di agnosti cs. Debugger St epThr oughAttri bute()]

[ Syst em Conponent Model . Desi gner Cat egor yAttri bute("code")]

[ System Web. Servi ces. WebSer vi ceBi ndi ngAttri but e( Name="MessageVal i dat i onSOAP11Bi
ndi ng",

Nanespace="htt p:// MessageVal i dati on. testws. testframework. hl 7. ni st. gov")]

public class MessageValidation :

Syst em Web. Servi ces. Prot ocol s. SoapHt t pd i ent Prot ocol {

Il <remarks/ >
public MessageValidation() {
this. Ul = "http://127.0.0.1: 8080/ axi s2/ servi ces/ MessageVal i dati on";
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}

/11 <remarks/>

[ Syst em Web. Servi ces. Prot ocol s. SoapDocunent Met hodAt tri but e("urn: set Message",
Use=Syst em Web. Servi ces. Descri pti on. SoapBi ndi ngUse. Li teral,
Par aret er St yl e=Syst em Web. Servi ces. Prot ocol s. SoapPar anet er Styl e. Bar e) ]
[return: System Xm . Serialization.Xm El ementAttribute("set MessageResponse",
Nanespace="htt p:// MessageVal i dati on.testws. testframework. hl 7. ni st. gov/types")]
public set MessageResponse
set Message([ System Xm . Seri alization. Xm El enent Attri bute("set Message"”,
Nanespace="")] set Message set Messagel) {
object[] results = this.lnvoke("set Message", new object[] {
set Messagel});
return ((setMessageResponse)(results[0]));

4.3.2 How to solve some .NET interoperability issues witifomcat?

Code generated from the Microsoft .NET’s “wsdI” tod

By default, the wsdl tool will generate some C# filsed to connect to the remote server.
It appears that Apache Axis2 won’'t handle some “Bgpace” attributes that .NET provides in
its SOAP message requests.

The solution is to remove the namespaces in theanpeters declarations
(System Xm . Serialization.Xm El enent Attribute).

Session Management

As described above in the document, we use thegoahsession to manage the users
accessing our service. The .NET client has to barewhat it needs to collect a cookie and
send it back to the service.

A simple modification can be done when we declareihstance of the connector with
the service.

/1l <summary>

/'l Class constructor.

/1]l </summary>

/1l <param nanme="val i dati onWebServi ceUr| " >Nl ST URL</ par anp

public N stWbServiceCient(System String validati onWebServi ceUrl)

{
_hl 7MessageVal i dati on = new

Dvt k.l heActors. H 7. WebSer vi ce. Val i dati on. MessageVal i dati on(val i dati onWWbServi ceUrl);
_hl 7MessageCGenerati on = new

Dvt k.l heActors. H 7. WebSer vi ce. Gener ati on. MessageCGener ati on(val i dati onWWbServi ceUrl);

_hl 7MessageVal i dati on. Cooki eCont ai ner = new Cooki eCont ai ner () ;
_hl 7MessageGener at i on. Cooki eCont ai ner = new Cooki eCont ai ner () ;

16




4.4 Other Clients

Theoretically, from any WSDL file, a user can gexteraccess files in any language.
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